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A California Business Privacy Handbook

The ABCs of Protecting Personal Information and Helping to Prevent

| dentity Theft

Businesscan play animportant rolein
protecting privacy and curbing thegrowth of
identity theft. The purpose of thisHandbook is
togive Cdiforniabusinessesasmpleguideto
basi ¢ practicesfor handling persona
information responsi bly. For most practices,
weciteareevant Californiaor federal law.

TheCalifornia Officeof Privacy
Protection

The CdliforniaOfficeof Privacy Protection, in
the CaliforniaDepartment of Consumer
Affairs, wascreated out of thegrowing
concern about individua privacy and identity
theft. The Office' sresponsibilitiesinclude

hel ping identity theft victimsand otherswith
privacy questionsand making
recommendations of practicesthat protect
individud privacy.

Fastest Growing Crime

Inrecent years, identity theft hasbecomethe
fastest growing crimeinthenation. Over 9
million people—including morethanamillion
Cdlifornians—becamevictimsof identity theft
in2004. Thisterrible crime can cost victims
hundredsof dollarsand hundreds of hoursto
clear up. And it costsAmerican business
billions: $52.6 billionin 2004, according to the
Better BusinessBureau.

Law enforcement explainstheadarming growth
inidentity theft —up by asmuch as80%in
2002 —by therelative ease of committing the
crime. It'soften far too easy for dishonest
peopleto get accessto other people’'s
persond information, information like Socia
Security number, driver’slicense number,
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credit card numbers, and other financid
account numbers. Using oneor more of these
numbers, anidentity thief can chargeitemsto
someone else'scredit card, use someone's
bank account, open anew charge account or
bank account, and even buy acar or ahouse
insomeesg'sname.

Whilethevictim may not dwaysbeliablefor
debtsfraudulently runupinhisor her name,
clearing up records can bealengthy and
costly process. Andthefinancial institutionsor
retailersinvolved are stuck with the charges!

Keeping Up with New L aws

Law makershaveresponded by passing laws
to helpidentity theft victimsandtorequire
businessesto protect the security and
confidentidity of their cusomers and
employees persond information. Cdifornia
hasbeen anational |eader inidentity theft
prevention and remediationlaws. This
Handbook can help you keep up with many
privacy lawsand best practices. Itisnot
intended aslegal adviceor asa
comprehensiveguideto privacy lawsor
information-handling practices. Seethe
Resources section at the end for additiona
information.



/ \ isfor Accessto personal information.

Controlling access to the personal information in your careis essential to preventing
identity theft.

DON'T

=  Leavedocumentscontaining sengitive personal information—such as Socid Security
numbers, driver’slicense numbers, financia account numbers, or medica information—
lying out where anyone can seethem.

»  Usefaxes, emall or voicemail to send messages containing sensitive personal

information.
DO
= Limityour employees accessto persona informationto just what isnecessary for them
to performtheir duties.

» Requireemployeesto use passwordsfor accessto databases containing personal
information. Thiswill providean*audittrail” totrack any abusesthat may occur.

= Adopta“cleandesk policy” of keeping records containing sensitive personal
information that are not being used inlocked drawersor cabinets.

= Trainyour employeesintheir respongbilitiesfor protecting persond informationfrom
unauthorized access.

=  Usegeneraly accepted security practicesto protect sensitive personal information. See
the Resources section at the end of thisbrochure.

B isfor Breach of security.

DO
= Protect personal information from being accessed or acquired by unauthorized persons.

= Notify individuasinwritingif certain itemsof their personal information are acquired by
unauthorized persons. Thetypesof information that trigger the notice requirement are
nameplusany of thefollowing:

- Socid Security number
- Driver'slicensenumber or Cdiforniaidentification card number

- Financia account number, along with any required PIN or password.
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» ReadtheCaliforniaOfficeof Privacy Protection’s” Recommended Practiceson
Notification of Security Breach Involving Persona Information.” See Resources
section of thisbrochure.

California Civil Code section 1798.82-1798.84: Notice of security breach.

C isfor Checks.

When accepting payment by check:
DON'T

= Writeor enter acredit card number on any documents connected with the transaction.

California Civil Code section 1725: Limitation on collection of personal information
when accepting payment by check.

DO
= Verify theconsumer’sidentity by looking at thedriver’slicenseor other picturelD.

= Verify theconsumer’sidentity by comparing thesignature onthedriver’slicensewith the
signature on the check.

C isalsofor Credit cards.

When accepting payment by credit card:
DON'T

= Writeor enter any personal information—homeaddress, driver’slicense number, Socia
Security number, e-mail address, etc. —on any documents connected with the credit
card transaction.

» Requireindividuasto provide personal information asacondition of completing the

transaction.
DO
= Verify theconsumer’sidentity by looking at adriver’slicenseor Californiaidentification
card photo.



= Verify theconsumer’sidentity by comparing thesignatureonthedriver’slicenseto the
signature on the back of the credit card and onthereceipt.

= Veify theaddressand zip code of customerspaying by credit card over thetel ephone,
throughthemail or by e-mail.

California Civil Code section 1747.08: Limits on collection of personal information when
accepting payment by credit card.

Disfor Destruction of documents.

When destroying customer records containing personal information:
DON'T

= Throw paper records containing persona customer information—home address,
account number, Socia Security number, driver’slicense number, etc. —into thetrash
without first shredding them.

= Digposeof or giveaway old computers, hard drives, photocopiersor fax machineswith
hard drives, computer disks, tapesor other e ectronic mediacontaining personal
information without first making the dataunreadable.

California Civil Code section 1798.80-1798.81: Destruction of customer records. Also see
federal Fair Credit Reporting Act section 628: Disposal of Records.

DO

= Useacross-cut shredder to destroy paper customer records containing persona
informeation beforethrowing them away.

» If youuseashredding service, prefer onethat shredsthe documentson site.

= Usesoftwareto over-write computer hard drives containing personal information before
disposing of them.

= Destroy disksor tapes containing personal information before disposing of them.
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D isfor Driver’slicenses.

If you “ swipe” or scan a driver’slicense to read the information on the magnetic strip:

DON'T
» Retainor useany of theinformation for any purpose other than thefollowing:
— toverify thecustomer’sageor the authenticity of thelicense;
— tocomply withalegal requirement torecord, retain or transmit theinformation;

— totransmit the nameand identification number to acheck service company for
approving payments, or

— toreport, investigate or prevent fraud.
California Civil Code section 1798.90.1: Confidentiality of driver’s license information.

DO

= Verify acustomer’sageby looking at thedriver’slicenseor Cdiforniaidentification card
photo and birth date.

I isfor Identity theft and debt collection.

DON'T
= Continuetotry to collect adebt from someonewho providesyou with acopy of a
policereport and other documentation of identity theft.
DO

= Review and consider thepolicereport and other information provided by someone
clamingtobeanidentity theft victim.

= Stopcollection activities—and notify credit reporting agenciesand the creditor—if you
determinethat the consumer’ sdebt istheresult of identity theft.

= Notify theconsumer inwriting—beforeresuming collection activities—if youmakea
good faith determination that theinformation does not establish that the consumer isnot
responsiblefor the debt.



| |
California Civil Code section 1788.18: Responsibilities of debt collectorsin identity theft
situations. Also see California Civil Code sections 1798.92-1798.97: |dentity theft
victim's rights against claimants.

I isfor [dentity theft and providing documents.

| dentity theft victims are entitled to copies of documents on fraudulently opened
accounts.

DO

= Giveanidentity theft victimwho requestsit copiesof applications, telephoneor
electronic records, and other documents on accounts opened fraudulently inthevictim's
name.

» Firstask thevictimto send you acopy of hisor her policereport of identity theft and
other identifyinginformation.

California Penal Code section 530.8: Access to fraudulent account information.

F)isfor Privacy policy statement.

If you operate a commercial Web site that collects personal information on California
residents:

DO

=  Say what you do: Post astatement of your privacy policy inaconspicuouslocation on
your Web site.

=  Dowhat you say: Comply with thetermsof your privacy policy.

= Inyour privacy statement, identify the categoriesof personal information that you collect
through the Web site on peoplewho use or visit your site.

= |nyour privacy statement, describeany processyou maintain that allowssomeoneto
review or ask for changesto any of hisor her personal information collected through the
Web site.

* Inyour privacy statement, describethe processyou useto notify thosewho useor visit
your siteof changesto your privacy policy.
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= Inyour privacy statement, identify the effective date of the policy.

California Business & Professions Code sections 22575-22579: Online privacy protection
act (effective July 1, 2004).

Ri sfor credit card Receipts.

If you electronically print out customer receiptsfor credit card transactions:

DON'T
= Printmorethanthelast fivedigitsof acredit card number onthereceipt giventothe
customer.

California Civil Code section 1747.09: Truncation of credit card numbers.

Ri sfor Respond to Requestsfor information-sharing lists.

If you share customer personal information with other companies for direct marketing
pur poses.

DO

» Respond to acustomer who askswhich companiesyou shared customer persona
information withinthepast year.

— Giveyour customer acost-free opportunity to opt out of, or say no to, sharing their
personad information with other companiesfor marketing purposes.

— If youdon't giveyour customerstheright to opt out of sharing their information for
marketing purposes, tell them how to get alist of thetypesof information shared and
the companieswith whom it was shared.

*  Makeyour customer information-sharing list availablein avariety of ways: for example,
onyour Web site, at retail locations, through the mail.

« Informyour customer contact staff on how to respond to customer requestsfor this
information.



Sisfor Security.

If you collect or retain personal information - including sensitive information such as
Social Security number, driver’s license number, state ID card number, credit card or other
financial account number, or medical information - of California residents:

DO

Usereasonable security measuresto protect the persona information from unauthorized
access, use, disclosure, modification or destruction.

Make surethat your contractswith service providersand otherswith whom you share
personal information requirethose companiesto protect the personal information with
reasonabl e security measures.

Adopt awritteninformation security policy and make sureemployeesknow what is
expected of them.

Security measuresincludeadministrative, physical , and technol ogica safeguards.
Adminigrative safeguardsincludethefollowing:

- Limit accessto records contai ning sensitive persond information to those who need
to usetheminthe performance of their duties.

- Adopt a“clean desk policy,” requiring employeesto properly securerecords
containing sengtive persond information.

Physica safeguardsincludethefollowing:
- Storepaper records containing sensitve persona informationinlocked cabinets.

- Properly disposeof records containing personal information, such asby shredding
them. (See page 6 of thisHandbook.)

Technologicd safeguardsincludethefollowing:

- Usefirewadl, anti-virusand anti-spyware software to secure your computersand
network. Updatethe softwareregularly.

- Protect stored datathat includes sengitive personal information by encrypting
electronic records, including dataon laptops and other portabledevices.

Consult guiddinesand industry best practiceson information security, such asthose
listed on page 13 of thisHandbook.

California Civil Code section 1798.81.5: Personal information security.
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DON'T

Makeit hard for your customersto find out about your specificinformation-sharing
practices.

California Civil Code sections 1798.83-1798.84: Personal information disclosure.

S isfor Social Security numbers.

If you collect or retain Social Security numbers of customers or employees:

DON'T

Publicly post or display anindividua’s Socia Security number inany manner.

Print anindividual’s Socia Security number onacard required for accessto products
Or services.

Requireanindividual to transmit hisor her Social Security number over thelnternet,
unlessthe connectionissecureor the Socia Security number isencrypted.

Requireanindividua to usehisor her Social Security number to accessan Internet
Web site, unlessapassword or PIN isalso required.

Print anindividua’s Social Security number on documentsthat are mailed to the
individual, unlessstate or federal law requiresthe number to be on the document to be
mailed.

Print morethan thelast four digitsof an employee's Socia Security number onapay
stub or voucher - better yet, use an employee | D number instead.

California Civil Code sections 1798.85-1798.86: Confidentiality of Social Security
numbers. California Labor Code section 226: Payment of wages.

DO

Reducethe collection of Social Security numbers: Don't collect themif you don’t need
them—then youwon't haveto protect them.

Tell individua swhenyou ask for their Social Security numberswhy you need them,
what you will usethemfor, and how you will protect them.

Control accessto Socia Security numbers, including alowing accessonly to
employeeswho need it to performtheir duties.

Consult the CdliforniaOffice of Privacy Protection’s” Recommended Practicesfor
Protecting the Confidentiality of Social Security Numbers.” See Resources section of
thisbrochure.
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= Printanemployeel D number - rather than aSocia Security number - on employee pay
stubsor vouchers.

Visfor Verify identity before granting credit.

DON'T

= Ignoresignificant differencesbetween the persond information provided by aconsumer
applyingfor credit and theinformationin hisor her credit report.

= |gnoreafraud alert or security alert onan applicant’scredit report.

DO

= Makeaneffort toverify theidentity of an applicant before granting credit. For example,
you could ask to seeadriver’slicense or Californiaidentification card and compare the
photo and signature. You might ask to seethreepiecesof ID, suchasamilitary ID,
credit card, health plan card or passport, in additionto adriver’slicense.

»  Takeextrastepsto verify identity if thereisadifference between the personal
information the applicant providesand theinformation in hisor her credit report. Look
especialy at thefirst and last name, addressand Socia Security number.

- Forexample, noticeif thenameissgnificantly different—not “Bill” vs. “William,”
but “ John” vs. “ Catherine.” Ask to see additional piecesof identification.

- Iftheresidenceaddressinthe credit report isadifferent city or state, you might ask
toseeautility bill or other proof of residency.

= Tdl customersyou’ retaking these stepsto protect them from identity theft.

= Call thephonenumber givenwith afraud alert to verify the gpplicant’sidentity. Dothis
before approving the credit application.

= Check picturel D and signature when accepting payment by credit card or check.

California Civil Code sections 1785.11.1 and 1785.20.3: \erifying identity of credit
applicants and verifying identity when fraud alert appears on credit history.
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Additiona Resources

Privacy and Identity Theft Laws

Linksto Californiaand federa privacy and identity theft lawscan befound onthe California
Officeof Privacy Protection Web siteat www.privacy.ca.gov/lawenforcement/laws.htm.

Sometypesof business- financial servicescompaniesand heathcare, for example- are subject
to specific federd lawsand regulationson privacy.

The Gramm-Leach-Bliley Act’s Privacy and Safeguards Rules apply to abroad
gpectrum of financid ingtitutions. For moreinformation, ssewww.ftc.gov/privacy/
privacyinitiatives/glbact.ntml.

TheHealth Insurance Portability and Accountability Act’s Privacy and Security Rules
apply to hedlth care providers, health plansand health care clearinghouses. For more
information, seewww.hhs.gov/ocr/hipaal.

Privacy Best Practices

“Recommended Practiceson Protecting the Confidentiality of Socia Security Numbers’
and “Recommended Practiceson Notification of Security Breach Involving Persona
Information” can befound onthe California Office of Privacy Protection \Web siteat
www.privacy.ca.gov/recommendations/recomend.htm.

Thewidely accepted Fair Information Practice Principlesare the basisfor many privacy
lawsinthe United States, Canada, Europe and other partsof theworld. The Principles
werefirst formulated by theU. S. Department of Health, Education and Welfarein
1973. The principlescan befound inthe Organization for Economic Cooperationand
Development’s Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data, available at www1.0ecd.org/publications/e-book/9302011E.PDF.

Privacy for Business™: Web Stesand Email, Stephen Cobb (DrevaHill, 2002).

Security Best Practices

Business Security Information, Federal Trade Commission, available a www.ftc.gov/
bcp/conling/edcams/infosecurity/businfo.html.

“Common Sense Guidefor Senior Managers: Top Ten Recommended Information
Security Practices’ (July 2002), Internet Security Alliance, availableat
www.isdliance.org.
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= Payment Card Industry Data Security Standard, available at http://usa.visa.com/
download/business/accepting visa/ops risk_management/
cisp PCl_Data Security Standard.pdf or at https.//sdp.mastercardintl.com/.

= “Security Check: Reducing Risksto Your Computer Systems,” Federd Trade
Commission, availablea www.ftc.gov/bep/conline/pubs/buspubs/security.htm.
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